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» Be3omacHas 3arpyska, 0710Kupyoas onepaluy 3alyucy Ha IUCK » B IUKOM mpupofe o yrpo3oi u3-3a I[letu u apyrux » [IpocTast ycTaHOBKA Yepe3 KOHTeKCTHoe MeHi0o Windows Bartu 0T35IBEL 00J1€€ YeM IPUBETCTBYIOTCS: IPUCOEOUHSANTECH K 00CykaeHuI0 B Discord umy CBSIKUTECh C HAMU 110 afipecy
support@talos-security.com. --- » [TogaepxuTe IPoeKT, KynuB cebe ? » Pybaliku, ToICTOBKY U KpyKKHU Talos Security: » CTaTh mokpoButeneM: »-®elicOyK: »TBUTTED: --- » [JononHUTEeNbHAS HHPopManus 06 yrpose: » bonbine nndopmanuu o Petya/NotPetya: » [JononuutentHas uaopmanus o STM32: --- » Brl B
CIUcKe, cracu0o 3a mpocMoTp! » Eciiu BH cuMTaeTe, YTO 3TO BUAEO ITIOMOTJIO BaM, IIOJEJIUTECh UM C OPY3bIMU. » ITO 04eHb LeHuTcd. [| 27:40 HDCryptor — youBuTenbHBIN nIpuMep OyTKuTa Ha mpaktuke! HDCryptor — yauBuTenbHbIM npuMep OyTkuTa Ha npaktuke! HDCryptor — ynuBuUTeIbHEIN IpUMep OyTKUTa
Ha npakTuke! Komnanus HDDCryptor oT co3gaTenei Petya aHOHCHpOBaa CerofHS HOBYIO IPOTpaMMy-BEIMOTaTeNb. ITOT, nonyduBmni Hadsanue HDDCryptor, npencTasnsgeT co60i mporpaMMy-BEIMOTaTeNb Ha OCHOBe OyTKUTOB. Bpemornoc Mmopguduiupyer MBR TakuM 06pa3oM, 4To 1ocjie KaXKaou lepe3arpy3ku
3arpyKaeTcst TOIbKO OIpefiesieHHoe sapo. M oH TakXke mudpyeT QUCK, YTO [ejlaeT ero nercTuTtenbHo onacHeM. TOII-5 6yTkuTtoB 2016 roga (BECIIJTATHASA U ITOJTHAA BEPCH) 2016 rog moyTy 3aKOHYUIICS, HO 51 OTHAJ faHb YBaXKEHUSI BCEM 3aMeyaTeIbHBIM OYTKUTaM, KOTOphIe ITOIaIyd B HOBOCTH 3TOTO T'Ofia.
s cHenal ero MaJleHbKUM U OBICTPHIM, YTOOHI ITOITPO00OBaTh, BEI MOXkKeTe HaiTu ero 3[EChH: unu nepeiT Ha MO CTPaHUIy B pericOyKe: UIM OCTaBbTe KOMMEHTAPUM M7 HOMOIHUTEIbHEIX OeCITaTHEIX OYTKUTOB. 24:43 30 caMbIX IOMYISPHBIX IIPOTrPaMM-BEIMOTaTeIel
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[MMudpyetr MBR ¢ moMo1Ibio Kjlto4a, XpaHsIIerocss BHYTPU UCIIOIHSIEMOTO0 ¢aiifla, 4TO fejlaeT HeBO3MOXKHEIM [IOCTYT K HeMy. [ToKa3kBaeT co00IIeHNe B pexkKuMe pealbHOTO BpeMeHHU BCSIKUU pa3s, Korha MpefnprHUMAaloTCS MONETKY n3MeHuTsh MBR. [lo6aBnsieT 69xnop B MBR ¢ BO3MOXKHOCTBIO BHIIIOIHEHUS YTPO3,
HaleneHHHIX Ha MBR, 6e3 nepe3arpy3ku. [TognepxuBaeT cucteMhl x86, x64 u [IA-32. Korga yrpo3sl, HaneneHHble Ha MBR, mBITal0TCS 3amucaTth Ha AUCK, 9TO IeHCTBUe aBToMaTH4decku Onokupyetcs, a MBRFilter oTo6pakaeT yBemomisiollee cooblieHre, Ipeiaranliiee mepe3arpy3uTbcs B 6e30MacHOM PexkuMe,
yT0OBI U3MEeHUTD comepxkuMoe MBR. Bpenornocuoe I10, HatenernHoe Ha MBR, — 3T0 ocobast KaTeropusi “H(QEKIHH, KOTOphle UMeI0T PacCIIMPeHHYI0 BO3MOKHOCTE ITONEIKM OCHOBHOM 3arpy304HoM 3amucu (CokpaineHHo MBR). [ToMuMo Hafie?KHOT'O ITPEBEHTUBHOTO IMOAX0a (pe3epBHOe KOIIUPOBaHKE, TOUKHU
BOCCTAHOBJIEHUST) ¥ TIOCTOSIHHO OOHOBIISIEMOT'0 pellleHus: 6€30IacHOCTH, 3aIUTUThL Ce0sl OT TAKUX BPEIOHOCHHIX ITPOrpaMM, HaneleHHbIX Ha MBR, MoxHO ¢ momoribio MBRFilter, yrunutsl, nognucanHnoit Cisco Talos. MBRFilter — 3T0 MHCTPYMEHT C OTKPBITHIM UCXOIHBIM KOLOM, KOTOPHIY ITOCTABIISIETCS C
IIpeJBapUTEILHO CKOMIUINPOBAHHBIMY BEPCUSIMU, KOTOPEIE BBl MOXKETE MCII0Ih30BaTh M7 6JIOKUPOBKY JTIOOBIX ITOMBITOK U3MeHEeHUs cofmepxkuMoro MBR, Takke u3BecTHOro Kak cektop 0. [I[pyruMu ciioBaMmH, ipu yctaHoBneHHoM MBRFilter ocHOBHas 3arpy304Hasi 3alyich CTAHOBUTCS OOCTYIIHOM [IS YTEHUS.
TOJIbKO, ¥ BCe IOTIBITKY 3alMCH Ha OUCK 3allpelleHsl. [IporpaMMbl-BRIMOTraTennu, HalleieHHEle Ha MBR, Takue Kak Petya, Satana unu HDDCryptor, BEI3BIBaIOT Ilepe3arpy3Ky 3apakeHHOT0 KOMITbIOTEPa, YTO II03BOJISIET eMy U3MEHSATh JaHHble, XpaHsaiuecss B MBR, u oToOpaxkaTh coo0IeHre 0 IporpaMMe-BEIMOraTee.
MBRFilter obemtaeT 6710KMPOBaThL OTEPAIIMY 3AlIMCHU Ha [AUCK, TEM CaMBIM IIPeOoTBpalllas JOCTYI BPeIOHOCHHIX ITPOrpaMM K 3arpy3o4yHoii 3anucu. MBRFilter oueHnb j1erKo pa3BepHYTh, BaM ITPOCTO HYKHO IIENKHYTh TPaBOM KHOMKOM MBI (aiii INF u BEIOpaTh «YCTaHOBHUTH» B KOHTEKCTHOM MeHIO. [17151 BCTYIIEHUS
u3MeHeHUi B cuiy TpedyeTcs nepe3arpys3ka. Korma yrpo3ssl, HalenenHble Ha MBR, nmeiTaioTcs 3amucaTh Ha JUCK, 9TO IelcTBUe aBTOMaTu4decku 6imokupyercs, a MBRFilter oTo6pakaeT yBegoMisioniee coo0lleHre, Ipeaarallee nepe3arpy3uTbcs B 6e30acHOM pexuMe, YTo0B U3MEHUTHL cofepxkumMmoe MBR.
[TpocToit B pa3BepThiBaHUHU U ycTaHOBKEe, MBRFilter — 3T0 ymoOHBIN HHCTPYMEHT, KOTOPHIM OCTAHABIMBAET IIOMBITKY U3MeHUTh MBR, uT00B 130eKaTh 3apaxkeHus MporpaMMaMu-BeiMorarensimMu. Onrucanue unbrpa MBR: [Iudpyer MBR ¢ moMo1IIbio KiTo4a, XpaHSIIErocsi BHYTPU UCIIONHSIeMOro ¢aiina, 4To OejlaeT
HEBO3MOXKHBIM [IOCTYTI K HeMy. [ToKa3riBaeT coo0IIeHNe B pexkruMe peajlbHOT0 BpeMeHHU BCSIKUYM pas, Korga MpeAnpuHUMaloTCs MONsTKY u3MeHuTs MBR. [lo6aBnsieT 6aknop B MBR 1eaed4ebcO
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MBRFilter — 3T0 UHCTPYMEHT C OTKPHITHIM UCXOTHBIM KOIOM, KOTOPHIM IIOCTaBIISIETCS C MIPeIBapUTENIbHO CKOMITUIMPOBAHHBIMU BEPCHUSIMU, KOTOPHIE BBl MOXKETE HCII0Ib30BaTh AJIsT OJIOKMPOBKY JTIOOBIX IIOMBEITOK H3MeHeHUs comepxkuMoro MBR, Tak:ke n3BecTHOTO Kak cekTop 0. [I[pyruMu cioBaMu, IIpu
ycranoBneHHOM MBRFilter ocHOBHas 3arpy304Hasi 3aliCh CTAHOBUTCS [TOCTYIIHOU IJIs1 YTEHUS. TOJIBKO, U BCe IIOMBITKY 3allMCH Ha OUCK 3alpelleHbl. JTa yTunura Ovia padpaboTaHa [jis IpenoTBpalleHus u3MeHeHrus MBR O1CKOBEIME BpeIOHOCHEIMU ITpOTpaMMaMy, TaKUMHU Kak IedanbHO U3BecTHHE Petya umm
Paritella. Bnarogapst cBoeii IpuUpofe C OTKPHITHIM UCXOOHBIM KogoM MBRFilter MmoxeT pacnpocTpaHAThCs 0e3 paB agMUHUCTPATOPa ¥ MOXKET UCIIOIb30BaThCS OOBIYHBIM I10JIb30BaTesieM A1l obecredueHus 3allUThl CBOEM CUCTEMHI OT TakKux yrpo3. Korga yrpo3el, HareneHHble Ha MBR, mblTaloTCs 3amnucaTh Ha AUCK,
3TO felicTBUe aBTOMaTtudecku 6mokupyetcs, a MBRFilter oToOpaxkaet yBegoMisioiiee coo0IeHre, Ipeaiaralmee nepe3arpy3uThcsa B 6e30I1acHOM pexXuMe, YToOB U3MeHUTh comepkuMoe MBR. [TpocToii B pa3BepTeiBaHuYU U ycTaHOBKe, MBRFilter — 3T0 ymoOHBIN MHCTPYMEHT, KOTOPHEIA OCTAHABINBAET MOMBITKI
n3mMeHuTsh MBR, uT0OH n36exkaTh 3apakeHus nporpaMMaMu-BeiMoraTensiMu. Kak pemuts npo6nemy MBR u yganute MBRFilter B Windows. TTocetute Hac B [Tocetute Ham caiT: Windows 10 — maru no yganenuto MBRFilter YoanuTs 04MCTKY [UCKa U IPYTHe CUCTEMHBIE MHCTPYMEHTH UTOOR PELIUTh MpobaeMy
MBR, He06X0IUMO YHaIUTh OYUCTKY OUCKa U IPYTHe YCTaHOBJIEHHbIE CUCTEMHbIE MHCTPYMEHTHL. Y OaauTh UHCTPYMEHT OYMCTKY [KCKa U3 NaHenu ynpasnenus 1. Haxmure kHonky «Ilyck», a 3aTeM BHIIOTHUTE TOUCK «[laHenb ynpaBneHus». 2. B pesynbraTax noucka Beibepute «IlaHens ynpaBineHus». 3. Haxkmure
«[TaHenb ynpaBieHus», YTOOL OTKPHITE ee. 4. [Toce OTKPHITUSA NTaHEeU YIIpaBeHUs IepeiauTe Ha BK1afKy «Cuctema u 6e30macHOCTh». 5. Teneps HaxxMute «CucreMa» u ybenutech, uTo «O4KCTKA OUCKa» He OTMedYeHa Ha cpefHel naHenu. Ecmu OuncTKa aucka oToOpaXxaeTcss Kak MHCTPYMEHT Ha cpefgHen
IIaHeJX, BBl MOXKeTe IIPONYCTUTH ClIefylolye Mary. YaaaeHue IPyruxX HHCTPYMEHTOB U3 [TaHe/n yIpaBieHus UYToOb ynanuTh Apyrue UHCTPYMeHTH, Takue Kak SmartDefrag, Advanced Startup, Startup Repair, Windows Easy Todo u Sysprep, Beimonaute cnenytomue nerctsusd. 1. Haxmurte kHonky «ITyck», a 3aTeM
BBITIOTHUTE TTOKCK «IlaHenb ynpaBieHusi». 2.B pe3ynbTarax noucka Beibepute «[laHens yrnpasneHus». 3. Haxkvurte «IlaHenb ynpaBaeHUs», 9TOOB OTKPHITH ee. 4. [Toclie OTKPHITHS aHesu yIIpaBleHUs IepeianTe Ha BKIaAKy «[IporpaMMbl 1 KOMIIOHEHTE». 5. BEIOepuTe UHCTPYMEHT
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OT3HIBE KITHEHTOB - 21 mekabps 2015 r. Mapkyc Maiian ToabKo YTO ITPOTECTUPOBAJ ero MpsiMo ceryac, ¥ OH paboTaeT u3 KOPoOKU. A MOHATHUS He UMEI0, TI0YEMY OH He BKJIIOUEH B YCTAHOBOYHBIM ITaKeT, HO BOT HECKOJIBKO YKa3aHMM O TOM, KaK ero MCIoiab30BaTh: 1. [[eNIKHKUTE ITpaBoOM KHOMKOM MBIIIH 3arPyKEHHbIH
¢aiin MBR-Filter.exe u BriOepuTe «BHIIOTHUTE». 2. BEIOepuTe mapamMeTp «BHIIOTHUTL» C TIOMOIIBIO IPaBOM KHOMKY cIipaBa U BeiOepuTe «[la». 3. [TomokauTe HEMHOTO ITOCJIE TOTO, KaK BH HaxkMmeTe «Jla» u MBR-Filter.exe OymeT ycTaHoBeH mpaBuibHO. 4. [llenkauTe 3Ha4ok MBR-unbTpa, pacnonokeHHE B MEHIO
«Ilyck». 5. Haxxmute «IIpuUMeHUTH» U BBEIUTE CBOM yueTHHIE faHHEIe (00sg3aTenbHo HaxkMuTe «OK» 1pu nosgsneHuu 3ampoca). 6. Haxmure «OK», ¥ Bce TOTOBO! 3TO MPOCTO XOPOIINii UHCTPYMEHT, KOTOPHIM HYKHO UMETh IIof PyKoii. - 19 mekadbps 2015 r. Konnop I'. 3To notpscaromuii uHCTpyMeHT! OH fenaeT
MMEHHO TO, YTO 3asIBJIEHO, s OUeHb PEKOMeHAYIo ero. - 19 nekabps 2015 r. Barnecca Tammiep OTIUYHOE NIPUTI0KEHNE, IPOCTOE B UCIIOJIb30BAHUM U OY€Hb IOHSATHBIE HHCTPYKUUU. - 14 mekabps 2015 r. Hatan Cagnep OTnndHOe PUIOXKeHNe, IPOCTOE B UCIIOIH30BaHUY U OHSATHEIE MHCTPYKIUH. - 14 nekabps 2015
r. Iyr Kaptun mbrfilter — 3T0 GBICTPEIN ¥ TPOCTO# CITOCOO 3aIIUTUTE Balll KOMIIBIOTED OT BPEIOHOCHBIX ITpOrpaMM, HalleJleHHbIX Ha MBR. 4 65l x0Tes, 4ToOb OH ObLJT BKJIIOUEH 110 YMOJTYaHUIO BO Bcex cucteMax ISO, rae Bh ycTaHaBiuBaeTe kKonuio Windows. - 13 gekabpst 2015 r. [1aBupg MonTtec MHCTpyKUUU
IEeNCTBUTEILHO XOPOIIY, ¥ BaM He HYXKHO YCTaHaBJIMBaTh KaKoe-Mbo mporpaMMHoe obecriedenre, 4ToOB 3aCTaBUTh ero paboraTs. Windows 10 Takxke He BBI3bIBaeT 3aTPyOHEHUN. Mosi efMHCTBEeHHas peKoMeHpmarus ansg Windows 7 u 8 — yctaHoBuTh Truecrypt (6ecmiaTHo) i KaKou-Tu00 OpPyrou TUII
3ammppoBaHHBIX Pa3aesioB. - 13 nekabpst 2015 r. Ctus Pacuuttu d ycranosun MBR-punbsTp B Win 7, u on ornuuHo pabotaet! - 13 mekabps 2015 r. Manyanb Tobepcekep OH oTIMYHO paboTaeT, HO XOPOIII0, YTO OH BKJIIOYEH B yCTaHOBKY Windows (11o3ToMy HeT He0OXOMUMOCTH YCTaHABIUBATh IOMOIHUTEILHOE
mporpaMMHoe obecreuenue) - 11 gekabps 2015 r. Malik 9To oueHb MPOCTasi HaCTPOMKa 1 paboTaeT Kak ImapM... - 11 mekalps,



System Requirements For MBRFilter:

MunumyMm: OC: Bunrposc 7 ITpoueccop: Intel® Core™ i5-4590 ITamsats: 6 I'b O3Y Bupeokapta: NVIDIA® GeForce® GTX 660/AMD Radeon R9 270 (2 I'b Bumeonmamsitu) DirectX: Bepcust 11 YcrpoiicTBa BBofa: KiaBuaTypa/Mulib Xpanunuiie: 25 I'b ceobomgHoro Mecta CKpuHIIOTH: HoBoe YmpaBneHnue mo
KOHKYPEeHIINY U 3allluTe NpaB noTpebutenei paboTaeT Hax ob0ecriedeHreM O0mbIllel TPO3pavHOCTH U IPEACKa3yeMOCTH B CUCTeMaX JINIeH3UPOBaHMUs TaTeHTOB U MPEeANPUATHH. ITO ToMoraeT yoeguThcs, YTo u300peTeHne



